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Purpose

To establish methods of compliance, security, and integrity within the computer network systems
and media storage that PacMtn staff and agents use in the course of service delivery and
administration of local, state, and federal programs. Maintenance to secure sensitive and protected
information as well as Personally Identifiable Information (PII) of program participants is of the
utmost critical nature. All data storage, exchange, and disposition will follow strict rules to ensure
compliance with applicable program, state and federal regulations.

Policy

PacMtn, in coordination with other State Agencies and organizations in which shared networks are
established, will implement and follow guidance on all data security requirements.

PacMtn maintains a computer network that restricts access to only staff and approved contracted
staff. Unique user profiles and passwords are created for each user upon hire and access is limited to
only applicable files and rights necessary to fulfill job requirements.

Administrative access to the network is limited to contracted I'T vendors and a staff member who
oversees daily oversight of users. If PacMtn staff will be using networks other than those maintained
by PacMtn, all processes and forms required by the applicable hosting agency will be followed and
documented with approvals from program supervisors.

Opversight and review of access to networks will be done regularly through account reports. Access
to outside networks will be reviewed annually via reports from applicable agencies to confirm only
authorized users are listed. Access to networks or specialized software can be removed immediately
upon request.

Staff shall not share access with unauthorized users nor share access information between other
staff. Any staff who violates this, circumvents security or otherwise puts the network or data at risk
will be at a minimum required to go through training, but further disciplinary action, up to
termination may occur depending on the severity of the violation.

Program requirements may sometimes include the gathering and storing of data that is highly
confidential (Category 4 data). All program staff that may come in contact with such data must go
through training on the applicable requirements as set forth by federal and state regulations,
including but not limited to the Health Insurance Portability and Accountability Act (HIPAA), Pub.



L. 104-191 as amended by the Health Information Technology for Economic and Clinical Health
Act of 2009 (HITECH), 45 CFR Parts 160 and 164; the Family Educational Rights and Privacy Act
(FERPA), 20 U.S.C. §1232¢; 34 CFR Part 99; Internal Revenue Service Publication 1075

(https:/ /www.its.gov/pub/irs-pdf/p1075.pdf); Substance Abuse and Mental Health Services
Administration regulations on Confidentiality of Alcohol and Drug Abuse Patient Records, 42 CFR
Part 2; and/or Criminal Justice Information Services, 28 CFR Part 20. Data of this nature shall only
be stored on approved networks and software as provided by and secured by the agency that
requires it. Furthermore, access to software and databases that house this information shall require

additional approvals and training by the governing agency per their policies.

Policy Guidelines

Administrative Controls
PacMtn is committed to ensuring the integrity and security of its networks and the data stored

therein. Administrative controls are documented in this policy to provide the necessary requirements
to follow to maintain that integrity. Additionally, further risk assessments will be for any new
system(s) housing the Category 4 Data.

Authotization, Authentication and Access
Controls and processes have been established to limit the access to networks and files containing

sensitive data and to secure authorization procedures to maintain security at all times.

Controls in place include:

a. Restricted access of administrative functions to authorized staff such as contracted vendor
or staff maintaining the network.

b. Restricted access of users to staff or contracted staff as authorized via email or Microsoft
planner. The contracted staff authorization email must be approved by a supervisor or
higher.

c. User accounts are unique and allows for tracking of actions made.

d. User/employee’s access to the network/Data is suspended immediately:

1. Upon suspected compromise of the user credentials.

2. When their employment, or the contract under which the Data is made available to
them, is terminated.

3. When they no longer need access to the Data to fulfill the requirements of the
contract.

e. Periodic reviews of network users and access levels, both internal and users on external
networks housing the data.

f.  Password restrictions and logon requirements

1. Passwords will have a minimum length of 8 characters and contain at least three of
the following character classes: uppercase letters, lowercase letters, numerals, and
special characters such as an asterisk, ampersand, or exclamation point.

2. The password must not contain a uset’s name, logon ID, or any form of their full

name.
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3.

4.

The password should not consist of a single dictionary word. A password may be
formed as a passphrase which consists of multiple dictionary words.

Passwords must also be significantly different from the previous four passwords.
Passwords that increment by simply adding a number are not considered significantly
different.

g. If Personally Identifiable Information (PII) or any other confidential information needs to

be accessed from an external location (the Data will traverse the Internet or otherwise travel

outside the network), additional security measures are required to mitigate risk.

1.
2.
3.

Ensuring mitigations applied to the system don’t allow end-user modification.
Not allowing the use of dial-up connections.
Using industry standard protocols and solutions for remote access. Examples would
include RADIUS and Citrix.
Encrypting all remote access traffic from the external workstation to Trusted
Network or to a component within the Trusted Network. The traffic must always be
encrypted while traversing any network, including the Internet, which is not a
Trusted Network.
Ensuring that the remote access system prompts for re-authentication or performs
automated session termination after no more than 30 minutes of inactivity.
Passwords or PIN codes may meet a lesser standard if used in conjunction with
another authentication mechanism, such as a biometric (fingerprint, face recognition,
iris scan) or token (software, hardware, smart card, etc.) in that case:
1) The PIN or password must be at least 5 letters or numbers when used in
conjunction with at least one other authentication factor
2) Must not be comprised of all the same letter or number (11111, 22222, aaaaa,
would not be acceptable)
3) Must not contain a “run” of three or more consecutive numbers (12398,
98743 would not be acceptable)

h. If PII or any other confidential information is stored on a Mobile Device, passcodes used on

the device must:

1. Be a minimum of six alphanumeric characters.

2. Contain at least three unique character classes (upper case, lower case, letter,
number).

3. Not contain more than a three consecutive character run. Passcodes consisting of

12345, or abed12 would not be acceptable.

4.

Render the device unusable after a maximum of 10 failed logon attempts.

Protection of Data

Confidential client PII and data shall only be stored within the applicable MIS database systems as

allowable and required by the awarding agency. No sensitive data will be stored on the local

workstation hard disks or in shared folders within the network. Workstation access is limited to

authorized users and requires unique identification and passwords. If sensitive, confidential

participant data is provided in hard copy, paper form, all records shall be maintained in a separate,

secure, locked, cabinet in an area that does not allow public access. Only authorized users will have

access to these areas. If PacMtn staff use portable electronic devices to gather and record



information the device itself should be maintained in a secure area to avoid unauthorized access.
Each portable device will be password protected and data should not be stored on the device hard
drive.

System Protection
Ongoing protection of the system is required to prevent compromise of the network and data. In

order to maintain system protection, the following protocols are required:

a. Systems must have all security patches or hotfixes applied within 3 months of being made
available.

b. The contracted I'T vendor or person responsible for maintaining the network will track
security patches and hotfixes and document required timeframes and subsequent
installations.

c. Systems shall have an Anti-Malware application, if available, installed.

d. Anti-Malware software shall be kept up to date. The product, its anti-virus engine, and any
malware database the system uses, will be no more than one update behind current.

Data Segregation
a. PacMtn provides services to multiple programs representing a variety of state and federal

funders. These programs have unique MIS databases in order to track and secure participant
data. These databases are separate from the general network storage. Only program and
participant information applicable to each shall be maintained in the respective databases.

b. If for any reason data from multiple programs is in the same database or is available within
the same network outside of a database, every attempt should be made to segregate to the
highest extent possible. This includes unique identifiers within the records of a database.
Security requirements of the most restrictive program will be maintained in such event.

c.  When documents are stored as physical paper documents, data will also be physically
segregated by means of separate drawers, files or other containers.

Data Disposition
When the contracted work has been completed or when the data is no longer needed, data shall be

returned to the applicable agency or destroyed. Media on which data may be stored and associated
acceptable methods of destruction are as follows

Data stored on Will be destroyed by

Server or workstation hard disks, or Removable Using a “wipe” utility which will overwrite the Data

media (e.g. floppies, USB flash drives, portable hard | at least three (3) times using either random or single

disks) excluding optical discs character data, or Degaussing sufficiently to ensure
that the Data cannot be reconstructed, or Physically
destroying the disk

Paper documents with sensitive or Confidential Recycling through a contracted firm, provided the

Information contract with the recycler assures that the
confidentiality of Data will be protected

Paper documents containing Confidential On-site shredding, pulping, or incineration

Information requiring special handling (e.g.

protected health information)

Optical discs (e.g. CDs or DVDs) Incineration, shredding, or completely defacing the
readable surface with a coarse abrasive; Magnetic
tape; Degaussing, incinerating or crosscut shredding




Data shared with or by a Contract holder or Subcontractors
If program, program applicant and/or program patticipant data is to be shared by a Contract Holder

or with a Subcontractor, the specific Contract must include or refer to and follow the data security
provisions of this policy. As applicable, the data security provisions held by the Contract Holder will
be included within the Contract and adhered as allowable and or required by local, state or federal
requirements. This would also apply to any amendments, attachments, or exhibits within or as part
of the Contract. If the Contractor cannot protect the data as articulated within this policy and as
written within the Contract, then the contract must be submitted to the applicable head agency
Contact specified for the contract for review and approval.

Notification of Compromise or Potential Compromise
In the event of unauthorized data acquisition or disclosure that compromise or potentially

compromises the security, confidentiality, or integrity of confidential information maintained, shared
with or by PacMtn WDC, PacMtn staff, a Contract Holder, or a Subcontractor, PacMtn WDC will
report to the applicable program/agency contact designated in the contract within one (1) business
day of discovery. In the case of DSHS data, if no contact is designated in the contract, then the
notification must be reported to the DSHS Privacy Officer at dshsprivacyofficer@dshs.wa.gov.
Contractor must also take actions to mitigate the risk of loss and comply with any notification or
other requirements imposed by law or DSHS.

Additionally, PacMtn WDC will promptly address and respond as follows:

1. Any PacMtn WDC, Contract Holder, or a Subcontractor staff member who discovers or is
otherwise notified of the security breach will immediately inform PacMtn’s Director of
Finance and Administrative Services.

2. A risk assessment will be conducted immediately following discovery of the data breach in
order to identify the root cause(s). Results of the risk assessment will be used to strengthen
security protocols to ensure future data breaches do not occur.

3. In the event of a security breach where any personal information was, or is reasonably
believed to have been, acquired by an unauthorized person and the personal information was
not secured, PacMtn WDC shall notify the owner of the information of the potential or
confirmed breach of the system immediately following discovery.

4. 'This notification must be made in the most expedient time possible, without unreasonable
delay, and no more than thirty calendar days after discovery of the breach. If necessary,
notification may be delayed only long enough for PacMtn WDC to determine the scope of
the breach and restore the reasonable integrity of the data system.

5. Delay may also occur if PacMtn WDC deems it necessary to contact the applicable law
enforcement agency after discovery of a breach of the security of the system and a law
enforcement agency determines that the notification will impede a criminal investigation.
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6. Notification may be provided by written or electronic notice. Electronic notice must be
consistent with provisions regarding electronic records and signatures set forth in 15 U.S.C.
Sec 7001.

Both written and electronic notices must meet the following requirements:

a.  Written in plain language;

b. Identify the PacMtn WDC as the reporting agency and include contact
information;

c. Include alist of the types of personal information that were or are reasonably
believed to have been the subject of the breach;

d. Include a time frame of exposure, if known, including the date of the breach
and the date of the discovery of the breach; and

e. Include toll-free telephone numbers and addresses of major credit reporting
agencies.

7. As recommended in Training and Employment Guidance Letter (TEGL) 39-11, any breach
or suspected breach of confidential personal information associated with an ETA funded
grant must immediately be reported to the Federal Project Officer responsible for the grant
and to ETA Information Security at ETA.CSIRT@dol.gov, (202) 693-3444, and follow any
instructions received from officials of the Department of Labor.

8. As required in RCW 19.255.010, any incident involving more than five hundred Washington
state residents as a result of a single breach requires that PacMtn WDC to notify the
Washington state attorney general of the breach no more than thirty days after the breach
was discovered.

This notification must include the following:

a. The number of Washington state residents affected by the breach, or an
estimate if the exact number is not known;

b. A list of the types of personal information that were or are reasonably believed
to have been the subject of the breach;

c. A time frame of exposure, if known, including the date of the breach and the
date of the discovery of the breach;
A summary of steps taken to contain the breach; and

e. A single sample copy of the security breach notification, excluding any
personally identifiable information.

Note: the notice to the attorney general must be updated if any of the information identified
above is unknown at the time notice is due.
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Direct Inquiries to:

Pacific Mountain Workforce Development Council
1570 Irving Street SW Tumwater, WA 98512
Telephone: (360) 704-3568

Email: Info@pacmtn.org

PacMtn is an equal opportunity employer/program. Auxiliary aids and services are available upon request to
individuals with disabilities. WA Relay 711
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